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[57] ABSTRACT 

In a distributed computer system, an automated document 
annotation system and method adds hypertext cross- 
references to a set of known information sources into 
documents requested by a client computer in such a way that 
the merged document is displayable by existing Web brows- 
ers. The distributed computer network incorporates a plu- 
rality of servers to store documents. Each stored document 
has a unique document identifier and is viewable from a 
client computer having a browser configured to request and 
receive documents over the network. An annotation proxy, 
which is a software procedure configured to merge a 
requested document from a first server with hypertext links 
to documents containing associated supplemental informa- 
tion. The set of hypertext links and criteria for identifying 
where such links should be added to requested documents 
are defined by one or more dictionaries of cross-references. 
The annotation proxy then relays the merged document to a 
receiver unit that is selected from another proxy, such as a 
firewall proxy or another annotation overlay proxy, or the 
browser, which ultimately displays the merged document. 
The annotation proxy optionally includes a dictionary gen- 
erator that generates a dictionary of references to documents 
requested by the user, each reference in the dictionary 
indicating the textual context of the hypertext link or links 
used to request the associated document. The generated 
dictionary represents information sources known and used 
by the user. The annotation proxy then annotates requested 
documents with cross-references in the dictionary that was 
generated by the annotation proxy. 

9 Claims, 3 Drawing Sheets 
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SYSTEM FOR ADDING REQUESTED 
DOCUMENT CROSS REFERENCES TO A 
DOCUMENT BY ANNOTATION PROXY 
CONFIGURED TO MERGE AND A 
DIRECTORY GENERATOR AND 
ANNOTATION SERVER 

The present invention relates generally to computer 
networks, and particularly to proxy servers used to supple- 
ment the information found in documents stored on com- 
puter networks. 

BACKGROUND OF THE INVENTION 

The World-Wide Web ("WWW") links many of the 
servers making up the Internet, each storing documents 
identified by unique universal resource locators (URLs). 
Many of the documents stored on Web servers are written in 
a standard document description language called HTML 
(hypertext markup language). Using HTML, a designer of 
Web documents can associate hypertext links or annotations 
with specific words or phrases in a document (these hyper- 
text links identify the URLs of other Web documents or 
other parts of the same document providing information 
related to the words or phrases) and specify visual aspects 
and the content of a Web page. 

A user accesses documents stored on the WWW using a 
Web browser (a computer program designed to display 
HTML documents and communicate with Web servers) 
running on a Web client connected to the Internet. Typically, 
this is done by the user selecting a hypertext link (typically 
displayed by the Web browser as a highlighted word or 
phrase) within a document being viewed with the Web 
browser. The Web browser then issues a HTTP (hypertext 
transfer protocol) request for the requested document to the 
Web server identified by the requested document's URL. In 
response, the designated Web server returns the requested 
document to the Web browser, also using the HTTP. 

Many entities, especially corporations that allow access 
from corporate systems to the Web, modify this document 
access process by providing a firewall proxy running on a 
proxy server situated between the Web client running the 
browser and the various Web servers hosting the requested 
documents. In this modified situation, all HTTP requests 
issued by the browser and all documents returned by the 
Web servers simply routed through the firewall proxy, which 
implements a proxy server communications protocol that is 
a subset of the HTTP. Apart from providing a buffer between 
the Web client and servers, and preventing the client from 
receiving messages which violate certain security criteria, a 
pure firewall proxy performs no additional operations on the 
transferred information. Another common type of firewall 
proxy is a caching firewall proxy, which caches requested 
documents to provide faster subsequent access to those 
documents. 

The ease of access and page design provided by the Web 
has proved attractive to many types of uses; e.g., individuals 
and corporations, who have not traditionally used the Inter- 
net. Additionally, the WWW is increasingly being used for 
commercial purposes, such as advertising and sales. 
Together, the new users and new uses mean that an infor- 
mation explosion Is occurring on the Web. With this infor- 
mation explosion it is becoming increasingly important that 
Web users be able to supplement the HYPERTEXT LINKS 
in Web documents with additional HYPERTEXT LINKS to 
additional information resources. For example, a Web user 
may have previously located a set of Web pages at a number 



>2,539 

2 

of remote sites that relate to a particular field of interest (e.g., 
a particular field of engineering, science, music, etc.). The 
user may wish to provide additional references within a 
received Web document to this previously located set of Web 
5 pages by annotating the received Web document with 
HYPERTEXT LINKS to these Web pages. 

It is a goal of the present invention to provide a system 
and method for automatically annotating a received docu- 
ment so as to interconnect that document via HYPERTEXT 
1Q LINKS to a set of documents known to contain supplemen- 
tal information related to the topic of the received document. 

It is another goal of the present invention that the anno- 
tation system and method would be implemented in a 
manner that is compatible with existing Web browsers and 
the HTTP. 

One system that uses a proxy server to dynamically 
modify received documents is the Open Software Founda- 
tion's World Wide Web Agent Toolkit, or OreO. OreO 
allows users to build personal agents that can perform 
filtering functions on requested documents before they are 

20 viewed using the Web browser. The agents created with 
OreO can be used in pipeline anywhere between a traditional 
Web client (i.e., Web browser) and a Web server to perform 
more complex and varied filtering of Web transactions. For 
example, a user could connect an obscenity filter in series 

25 with a violence filter to ensure appropriate Web browsing for 
their children. OreO makes this pipelining possible by 
providing agent interfaces that make each agent look like a 
traditional Web client on one side and a proxy server on the 
other. 

30 However, because the OreO toolkit does not address the 
creation of dictionaries or libraries of supplemental 
materials, OreO agents are not well-suited to merge cross- 
references to supplemental materials from sources other than 
the creator of a requested document with the requested 

35 document. Moreover, OreO agents can only perform filter- 
ing by parsing all requested documents looking for occur- 
rences of certain key phrases or patterns then deleting or 
replacing those key phrases or patterns. 

Therefore, there is a need for a system that introduces a 
proxy server between Web servers and clients that allows 
parts of requested documents to be annotated with hyper- 
link cross-references to supplemental materials before the 
documents are viewed with a Web browser. Unlike the OreO 
agent, this system should perform the aforementioned anno- 
tating based on sources of supplemental materials associated 

45 with Web servers that might be completely unrelated to the 
author of the requested document. Ideally, a user should be 
able to indicate to the proxy server a set of well established 
dictionaries, directories, or libraries of information sources 
for which cross-references should be merged into received 

50 documents. Then, when the user requests a document, that 
request should be relayed through the proxy, which merges 
the requested document with cross-references to the user- 
specified supplemental information sources. The resulting 
merged document should be viewable with any existing Web 

55 browser. 

Alternatively, the system should allow a user of the proxy 
to direct the proxy to generate and add to a dictionary of 
cross-references annotations from sources accessed by the 
user over a period time. Then, when a user requests a 
60 document, the proxy should be able to merge cross- 
references in the dictionary with the requested document, 
eliminating the need to search the Web for the appropriate 
supplemental materials. 

65 SUMMARY OF THE INVENTION 

In summary, the present invention is a system and method 
for merging hypertext cross-references to a set of known 
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information sources with documents requested over the Web 
in such a way that the merged document is displayable by 
existing Web browsers. 

Specifically, the present invention provides a system and 
method for providing hypertext link annotations for docu- 
ments requested over a distributed computer network that 
incorporates a plurality of servers to store the documents. 
Each stored document has a unique document identifier and 
is viewable from a client computer having a browser con- 
figured to request and receive documents over the network. 

Another feature of the present invention is an annotation 
proxy, which is a software procedure configured to merge a 
requested document from a first server with hypertext links 
to documents containing associated supplemental 
information, where the set of hypertext links and criteria for 
identifying where such links should be added to requested 
documents are defined by one or more dictionaries of 
cross-references. The annotation proxy then relays the 
merged document to a receiver unit that is selected from 
another proxy (possibly a firewall proxy or another annota- 
tion overlay proxy) or the browser, which ultimately dis- 
plays the merged document. 

In a preferred embodiment the annotation proxy can 
generate a dictionary of references to documents requested 
by the user, each reference in the dictionary indicating the 
textual context of the hypertext link or links used to request 
the associated document. The generated dictionary thus 
represents information sources known and used by the user. 
The annotation proxy can then annotate requested docu- 
ments with cross-references in the dictionary that was gen- 
erated by the annotation proxy. 

The present invention is also a method usable in the same 
type of computer network for providing hypertext link 
annotations for a requested document. As a first step, at least 
one dictionary of hypertext links to supplemental documents 
is stored. A merged document is then formed by merging a 
requested document stored on a first server with hypertext 
link annotations from the dictionary when the text or other 
content in the document matches corresponding merge cri- 
teria. This merged document is then relayed to a receiver 
selected from another proxy or said browser. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Additional objects and features of the invention will be 
more readily apparent from the following detailed descrip- 
tion and appended claims when taken in conjunction with 
the drawings, in which: 

FIG. 1 is a block diagram of a distributed computer 
system incorporating the present invention. 

FIG. 2 is a block diagram of a preferred embodiment of 
the present invention, showing the relationship between a 
web client, a web server, and an annotation proxy server 
agent interposed between the web client and the web server. 

FIG. 3 is an illustration of an exemplary annotation 
directory showing the contents of a cross reference source 
field and match pattern field. 

FIG. 4 is an illustration of the manner in which an 
annotation in the form of a hypertext link to a specified URL 
is added to a portion of a document. 

FIG. 5 is an illustration of an exemplary annotation 
directory of an alternative embodiment of the invention 
showing the contents of a cross reference source field, a 
match pattern field, and a relevance index field. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Referring to FIG. 1, there is shown a distributed computer 
system 100 having many client computers 102 and at least 
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one remotely located information server computer 104. In 
the preferred embodiment, each client computer 102 is 
connected to the information server 104 via the Internet 106, 
although other types of communication connections could 

5 be used. While most client computers are desktop 
computers, such as Sun workstations, IBM compatible com- 
puters and Macintosh computers, virtually any type of 
computer can be a client computer. 
In the preferred embodiment, each client computer 102 

10 includes a communications interface 103 for communicating 
with the information server 104 and/or a remote annotation 
proxy server 119 (if provided), RAM 105, a CPU 106, a user 
interface 107, and memory 108 for storing an operating 
system 109, a World Wide Web browser program 110, at 

15 least one cross reference dictionary or directory (Xref Direc- 
tory 1) 112 and/or a URL pointer 114 to a cross reference 
directory (Xref Directory 2) located on a remotely located 
computer, a cross reference directory generator procedure 
116, and an annotation proxy server procedure 118. Note in 

20 the context of annotation proxy servers, the term directory as 
in annotation directory is synonymous with dictionary. 

While in the preferred embodiment the annotation proxy 
server (Annotation Proxy Server A) 118 is executed on the 
same hardware platform as the user's Web browser 110, the 

25 annotation proxy server 118 could also be executed on 
another linked computer. In fact, multiple annotation proxy 
servers 118, 119 may be provided on network 100 and the 
user may select the most appropriate annotation proxy server 
for the document requested. For example, in an alternative 

30 embodiment of the invention, annotation proxy server 119 
may be provided instead of or in addition to annotation 
proxy server 118. For a remotely located proxy server 119, 
the client computer 102 requests a document (e.g. Doc 1) 
from information server 104 with instructions to forward the 

35 document to proxy server 119. The document is annotated 
upon receipt by the proxy server and then retransmitted to 
the requesting client over network 100. 
In either embodiment, the annotation proxy server 118 

^ includes a document merger procedure 122 which performs 
document parsing and annotation, one or more cross refer- 
ence (Xref) directories 124, and an Internet communications 
manager 120. When the proxy server is resident on the same 
hardware as the client computer, communications interface 

45 103 may be incorporated into the Internet communications 
manager. 

The information server 104 includes a central processing 
unit (CPU) 150, primary memory 152 (i.e., fast random 
access memory) and secondary memory 154 (typically disk 

50 storage), a user interface 156, a communications interface 
158 for communication with the client computers 102 via 
the communications network 106. For the purposes of the 
present discussion, it will be assumed that each information 
server's secondary memory 154 stores: an operating system 

55 160, a Web server procedure 162, and document files 164, 
166, 168. 

Referring to FIG. 2, there is shown a block diagram of an 
embodiment of the inventive system showing the relation- 
ship between a web client computer 102, a plurality of web 

60 information servers 104, and an annotation proxy server 118 
interposed between one of the web client computer 102 and 
the web information server 104. In the embodiment illus- 
trated in FIG. 2, server 104a stores a document (Doc 1) 169 
in document storage 180, server 1046 stores a plurality of 

65 documents (Doc 2, Doc 3, Doc 4) 164, 166, 167 in document 
storage 182, and server 104c stores a plurality of documents 
(Doc 5, Doc 6, Doc 7) 171, 172, 173 in document storage 
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184. Each web server 104a, 1046, and 104c have the proxy and set of annotation directories to be used for 

characteristics of information server 104 as already annotating all future document requests until the user speci- 

described relative to FIG. 1. In the preferred embodiment, fies a different annotation proxy and/or set of annotation 

annotation proxy server 118 is located on the same platform directories. 

as the client computer 102; however, the annotation proxy 5 Furtherj the specification of a particular annotation proxy 

server 118 may alternatively be located on a computer server 118 may either be specified by an expHcit command 

different from the client computer 102 on which the docu- from ^ dicm m at me toc me document ^ reque sted or 

ment request was initiated or on a web server 104 different illicitly specified, such as using the proxy server 118 

from that on which the requested document originally res ident on the client computer as a default if no other proxy 

resides. Each document is identifiable by a unique document 10 ^ specified) or based on characteristics of the 

identifier. The document identifier may include a first loca- requested document, user history, or other user preferences, 

tion identifier data that identifies the location of the docu- When explicit S pe cification of a proxy ^ required or desired, 

merit as a particular web server location (such as a URL the ^ associated ^ the client computer may specify a 

reference to the Web site) on the distributed computer particular annotation proxy server 118 and annotation direc- 

system 100, and may further include a second document a5 t0 ry by clicking one or more buttons on the client web page, 

identifier data that identifies the document within that par- 0f by entermg afl annotation proxy ^rver identifier (such as 

ticular web server site, such as a name. The document need b entering a proxy server name or URL) and an annotation 

not actually contain or store the document identifier so long proxy directory name or URL. 

as the network 100 including server 104 provide means for . , t . 4 4 4 . 

locating and addressing each document. For example, a file 20 ^document request on the client computer 102 ultimately 

management system on server 104 may provide file address- results "J rece u ipt ° f a V f S10n ° f . the d0< T ent W !f k ch * 

*u *f j — ♦ u u« annotated with cross references in accordance with the 

ing capability once the request for a document has been , , . A . , 

, , c , m *u« -tnA ^ • selected annotation proxy sever and annotation directory. 

routed from the client computer to the server 104 storing the _ r . J -.a j . 

, * j ♦ i i „ , . _ fl . The specific commands generated and command and data 

requested document. In general, a requested document and , * , ^ , 6 1AA , . 4 - 

c jj * i_ *u pathways on the network 100 will depend somewhat on the 

any cross-referenced documents can be on the same or 2 s , " • J * ]Z \ " . c 

j.Zr t it/ u u locations of the requestmg client 102, information server 

different servers 104, at any Web sites anywhere. . M t f , , , 

^ , . ^a^\ V^o nn • i j 104 storing the requested document, and the annotation 

Each annotation proxy server (APS) 118, 119 includes ^ ^ailar, command and data 

one or more annotation directory 191 192^Each annotation ^ d on ^ ^ ug fa 

directory is uniquely identifiable, such as by name or num- r • r .. . r . S M . 

I H • * j i * *■ t 1A - resident on the requesting cbent computer 102, resident on 

ber so that a user associated with a client computer 102 may 30 4l _ • r *• in* H * • -a- *u 

. , . - v * the same information server 104 that is providing the 

select the desired annotation directory from among several . j j * -jjl * 7 ** 

4l _ J no *?n u requested document, or provided by a separate annotation 

that may be present on the proxy server 118, 119. Each n 

j • ini /, , r • j proxy computer site on the network, 

annotation directory 191, 192 includes a plurality of paired w . 

entries (e.g. 191a, 19U, 191c, 19U. 191e; and 192a, 1925, . In one embodiment where the annotation proxy server 118 

192c, 192<0 where each paired entry includes a cross ref- 35 "? P r0Vlded on the requestmg client computer 102 the 

erence document source field 194 and a match pattern field document request command 201 (which may include a 

195. Each cross-reference source field 194 identifies the requestmg chent computer identifier, a unique document 

unique location of a cross reference document, and each ldentlfier for re ^ ested document, an identifier for the 

match pattern field 195 defines a character pattern (including P roxv * erver that will annotate the document, and an anno- 

symbols, words, characters, phrases, numbers, and the like). 40 tat ? on ldentlfier applicable) is routed inter- 

If the character pattern is found in a requested document, n ^ 10 {h f P™? n L 8 ^ hlch m mm transmUs a 

that indicates that an annotation Unking the portion of the f1 uesl t0 * e *™™ 10 f ^ the document using the unique 

document associated with the matching pattern to the paired document identifier and the requesting computer identifier, 

cross reference source should be added to the requested Information servei -104 -provides .the requested document to 

document. For example, if match pattern 3 in annotation 45 i he P™* ^ 118 ^ W ^ h apphes ihi ; ldent ^ ed ^notation 

directory 191 is the phrase "JAVA!" and the paired cross- directorv t0 th f do ^ ent and ^ provides the merged 

reference source 3 is SUN.COM JAVAINFO, then a hyper- document to the browser 110 for viewing on the requesting 

link annotation "<link to SUN.COMJAVAlNFO>" will be chent comP^r 102. 

added to the requested document in association with the Once the request for document is received and recognized 

"JAVA!" phrase pattern. Other fields may optionally be 50 b y the web t*™* on wnicn the requested document is 

provided in the directory, such as an optional relevance stored, the web server prepares the document and transmits 

indicator field 196 to indicate the relevance or importance of mc document to the annotation proxy server 118 (which may 

the associated match pattern 195 or cross-reference source oe the same or a different computer from the requesting 

194. The optional use of relevance information is described clie nt computer) for annotation. If the annotation is per- 

in greater detail hereinafter. 55 formed on a remote proxy server 118, then annotation is 

When web client 102 requests a document such as docu- performed prior to transmission of the document to the client 

ment "Doc3" 166 stored in document storage 182 located on ia2 > in a conventional manner. 

web server 104b using web browser 110, the user associated la a different embodiment, the requesting computer may 

with client computer 102 also specifies an annotation proxy receive the unannotated document, retransmit it to any 

server 118, and one of the annotation directories 191, 192 60 desired annotation proxy server and then receive the anno- 

provided on that server. If the annotation proxy server 118 tated document back from the proxy server after annotation, 

has only a single annotation directory, such as when the However, such a system and method are operable they are 

proxy server is resident on the client computer making the less efficient. 

request and the user has provided an annotation directory for The manner of annotating a document are now described 

use on all requested documents, then explicit specification of 65 with reference to FIG. 3. The annotation proxy server 118 

the directory may be unnecessary. Furthermore, in the includes a set of hypertext linking rules or document merger 

preferred embodiment the user may specify an annotation procedures 122 for adding annotations, such as in the form 
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of hypertext links, to a requested document. In simplest supplemental information related to the topic of the received 

terms, the annotation proxy server parses the requested document by way of the linked term or phrase (e.g. "music 

document and compares the characters, words, phrases, and synthesi*" w/10 "signal process*"), 

the like with match patterns 195 in the selected annotation in these examples, the annotations are hypertext links to 

directory. Various search strategies and search engines for 5 other documents; however, the annotations are not limited to 

performing such comparisons are known in the art and are hypertext links and other types of annotations may be added, 

not discussed further. When a pattern identified in the The annotations, including Hypertext Links, formed may be 

designated annotation directory 191, 192 is present in the limited in any predetermined manner based on predeter- 

requested document an annotation is performed by adding to mined annotation limitation rules. Such rules may be defined 

the requested document one or more cross references to the 10 by the requesting user, or may an information provider. For 

document associated with the identified pattern. example, certain areas of a document may be selectively 

For example, with reference to FIG. 2, two exemplary skipped or excluded from the parsing and annotation process 
annotation directories 191, 192 are shown. Each annotation when generating matches to the pattern for linking. For 
directory 191, 192 includes a plurality of paired entries (e.g. example, program code areas of a document, or portions of 
191a, 1916, 191c, 191rf, 191f?; and 192a, 192b, 192c, 192d) ^ a document that provide examples, or bibliographies, or any 
where each paired entry includes a cross reference document other portions of a document that are readily identifiable 
source field 194 and a match pattern field 195. Each cross- may be excluded from pattern matching and annotation. In 
reference source field 194 identifies the unique location of a some instances, the document portions to be skipped will be 
cross reference document, and each match pattern field 195 identifiable based on location within the document (the title, 
defines a character pattern (including symbols, words, 20 or footnotes for example) while in other instances the 
characters, phrases, numbers, and the like) that defines portions to be skipped may be identified by the character- 
where annotation hyperlinks to the cross reference document istics of the terms themselves (such as courier font, type 
should be added to requested documents. style, upper or lower case, and the like characteristics.) The 

In reference to FIG. 3, there is shown a more specific limitations may alternatively define portions of the docu- 

example of entries in an annotation directory. Here, the entry 25 ment to be and annotated, or portions of the docu- 

URLX1 corresponds to the generic entry Xref Source 1, and ment to be excluded from parsing and annotation. In some 

the entry "music synthesi*" w/10 "signal process*" corre- instances, parsing of the entire document may be required, 

sponds to the generic entry match pattern 1 of annotation * whic h case annotation of undesired portions may be 

directory 191 of FIG. 2. The "*" in the match pattern suppressed after parsing. 

indicates a so called "wild card" character or characters 30 In another embodiment of the invention, a natural lan- 

which stand for no characters or one or more characters at guage processor is provided for parsing the requested docu- 

that position in the text. Use of such wild card characters are ment and determining the grammatical usage of a term in the 

known in conventional search techniques and not discussed document. Inclusion of such a natural language processor 

further. In this example, whenever the text string "music would provide means for selectably including only terms 

synthesi*" appears within 10 words of the text string "signal 35 used as nouns in the annotation while selectably suppressing 

process*" in the requested document, the requested docu- other grammatical forms (e.g., verbs or adverbs, for 

ment is annotated with an annotation to cross reference example) from annotation. 

source 1. If the cross-reference "URLX1" is stored in the Hypertext links may also contain a hierarchy of relevance 

cross reference field 191a, then the document is annotated indicators based on predetermined relevance rules. In gen- 

with "<link to CR=URLX1111>" where CR means cross- 40 eral the relevance indicator may identify the information as 

reference. having high relevance or low relevance such as a relevance 

Similarly, if the text "GPS" appears anywhere in the indicator based on a numerical scale (e.g. relevance from 

requested document, then a link to URLX2 is established in 1-10, where relevance 1 is the highest relevance.) 

the requested document. The pattern "GPS" is an example of 45 In one embodiment of the invention, any hypertext links 

a simple pattern that is a simple text string that does not present in the document at the time of the request will be 

include logical or boolean operators between search pattern allocated a higher relevance indicator than hypertext links 

segments. By comparison, the pattern "music synthesi*" added after the user's request and annotation. 

w/10 "signal process*" is an example of a complex pattern The annotation including hypertext links may be provided 

which also includes boolean operations and proximity indi- 50 in a hierarchical format. For example, when a term in the 

cators (e.g. the within ten words "w/10" operator) and the document satisfies the match pattern in the annotation 

like operators. Various conventional search strategies and directory, the link may reflect a hierarchical cross-reference 

search engines including strategies involving artificial intel- list in order of increasing specificity such as: "medical", 

ligence and natural language processors may be used in "oncology", "melanoma", "treatment", and "radiation", 

conjunction with the inventive structure and method and are 55 In embodiments of the inventive system and method that 

not described further herein. include relevance indicators, the color, font, style, or other 

In some embodiments of the invention, the annotations attributes of the text associated with a hypertext link anno- 

are defined using hypertext mark up language (HTML). Of tation may be altered to show the relevance. A variety of 

course, annotations in formats other than HTML may be conventional approaches to altering the color, the font style, 

used. Those having ordinary skill in the art, in conjunction 60 and the like attributes of linked terms may be implemented, 

with this specification will realize that various syntax may In a further embodiment of the invention, the user may set 

be used in the annotation, including syntax compatible with a threshold during viewing to indicate which relevance 

conventional hypertext links and HTML language protocols. indicator levels are to be displayed. 

The hypertext link is added to the text in the requested As described above, the annotations added to a document 

document as indicated in FIG. 4 in conventional manner. 65 may optionally include a relevance information field 196 

Each of the documents linked via the hypertext link that provides information about the annotation, such as 

annotations (e.g. source URLX1) are known to contain whether the annotation was present in the original document 
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as requested by the client 102 (high relevance), or whether Cross reference directories 112 prepared by the client 
the annotation was added by the annotation proxy server include at least two types. A first type of dictionary, referred 
118. An indication of the relevance to be assigned is stored to here as a "frequency of occurance directory," may be 
in the relevance field 196 in association with each match maintained in a manner that automatically keeps track of the 
parameter 191a, 1916, 191c, 191d, 191e. After annotation, 5 most frequently referenced Web pages and the key words 
the document contains an indication of the assigned rel- associated with their hypertext links. In a second type of 
evance along with the annotation. For example as illustrated dictionary, referred to here as a "user maintainable direc- 
in FIG. 5, the annotation may include an optional Relevance tory" the directory may be maintained in a manner such that 
Index (RI) such that when the match pattern occurs in the the Web browser includes a link to an optional directory 
document, an annotation link is provided ("<link to generator 116 that allows the client/user to modify the 
CR=URLX1, RI=2>") to cross-reference source URLX1 dictionary 112, by for example instructing the directory 
with a relevance index RI-2. generator 116 via the Web browser 110 to "add a reference 
A variety of rules may be invoked by the client 102 and to this particular document to my personal cross-reference 
implemented by the annotation proxy server 118 and/or the directory", or by editing the match pattern criteria if the user 
client 102 to provided the desired relevance information. doesn't like the default matching pattern provided in an 
The assigned relevance index of the linked text may also existing annotation directory. Aspects of the two user gen- 
affect the attributes of linked terms as they appear on the erated dictionaries may be combined and either or both may 
viewing screen. For example, text linked with relevance be used in combination with predefined dictionaries created 
index RI=1 may appear in red, whereas text linked with or maintained by others. 

relevance index RI~2 may appear in green. 2Q i n another embodiment of the invention, the cross- 
In embodiments of the invention where the annotation reference directories 112 may be self generating, and are 
proxy server 118 is resident on the web information server referred to here as a "self-generating directories." In such a 
104 which provided the requested document, the annotation self generating cross reference directory 112, a directory 
and merging of the original document with the annotations generator 116 is provided on or in association with a 
to generate a hypertext link annotated document may occur 2$ document provider, web information server 104, client corn- 
prior to transmission of the document to the client 102. If the puter 102, annotation proxy server 118, or any other location 
annotation proxy server 118 is resident on a different web on network 100 through which documents pass and could be 
information server site than the server which provided the read to construct a cross-reference directory, 
requested document or the client computer 102 which T n simplest terms, directory generator 116 "reads" docu- 
requested the document, then the original document is 3Q ments and identifies, statistically analyzes, and stores, the 
transmitted to the remote APS 118 for annotation to generate links between particular terms present in the document and 
a hypertext link annotated document, which is then trans- cross- linked references within that document, and/or 
mitted to the client 102. between one document source and another document source 
Table 1 sets forth a Pseudocode Representation of Anno- generally. The cross-reference dictionary 112, 191, 192 is 
tation Proxy Procedure. The annotation Proxy Procedure 35 built-up and improved over time as the number of docu- 
may include or invoke one or more of three sub procedures: ments read and contributing to the directory increases. 
(1) an Install Cross-Reference Directory subprocedure, (2) Various rules are advantageously implemented in the direc- 
an Uninstall Cross-Reference Directory, and (3) a Request tory generator 116 to provide predictability to the automati- 
and Merge Document subprocedure. cally generated dictionary. 

The Install Cross-Reference Directory subprocedure is 40 In the embodiment of the invention illustrated in FIG. 1, 

responsible for retrieving and adding a document(DocURL) the directory generator 116 is shown in association with the 

to set of dictionaries (directories) used by Annotation Proxy client computer 102. This may be the preferred location for 

Procedure. The Uninstall Cross-Reference Directory sub- constructing a personal user annotation directory because 

procedure is responsible for deleting the appropriate the annotations and cross references are derived from docu- 

installed directories depending upon the value of the 45 ments requested by the particular user and the cross refer- 

DocURL parameter in the subprocedure call. If DocURL= ences are expected to be relevant to the users interests. On 

"*", then all of the installed directories are deleted; the other hand, a directory generator residing elsewhere on 

otherwise, only the directory specified by the DocURL the network 100 that sees a large number of documents is 

parameter is deleted. better positioned to construct a very complete and hierar- 

The Request and Merge Document (DocURL) subproce- 50 chically deep annotation directory. Such a directory may be 

dure is responsible for requesting and receiving document somewhat disadvantageous because of its potential size, and 

specified by the DocURL parameter in the subprocedure may include cross references that are somewhat irrelevant to 

call. For all items in all installed cross-reference directories, a client computers needs. 

the subprocedure finds or locates all text matching a sped- In the preferred embodiment that includes the dictionary 

fied pattern and inserts (annotates) a cross-reference to 55 generator 116, the "match pattern" for each cross reference 

corresponding document. It then sends the merged docu- item 191, 192 in the automatically generated dictionary is 

ment to the requester, where the requestor may be the client the text for the hyperlink used to request the document, 

or may be another proxy. Alternately, the match pattern in the dictionary may be the 

Cross-reference directories may originate or be provided text for the hypertext link plus a predefined amount of the 

by various entities. For example, cross-reference dictionar- 60 preceding text (e.g., the preceding text going back to the 

ies may be prepared by information service providers, beginning of the sentence or document section, but not more 

educational institutions, publishers, good Samaritans, and than X words). Furthermore, the document merger proce- 

the like for use by a variety of users. Such predefined dure 122 in this embodiment inserts annotations even when 

cross-reference directories are at known URLs. Cross- there is not an exact match between the match pattern of a 

reference directories may also be generated by the client or 65 dictionary item and the text of a requested document. In 

a workgroup associated with the client for non-public or particular, the document merger procedure 122 looks for 

other controlled use with his or her own documents. partial matches, and for each partial or full match that meets 
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a threshold match requirement (e.g., a requirement of a 
match to at least the core portion of a match term) the merger 
procedure inserts a hyperlink annotation that includes a 
relevance indicator. 

The relevance indicator is assigned a value in this pre- 5 
ferred embodiment on a sliding scale such as 1 to 10 (where 
1 represents the highest degree of relevance) based on the 
closeness of the match between the match pattern in the 
dictionary and the text of the requested document. 
Furthermore, the user may specify to the merger procedure 10 
122 a relevance threshold. When a relevance threshold is 
specified, only annotations with an assigned relevance value 
equal to or higher than the relevance threshold (i.e., with an 
equal or lower numeric relevance value using the sliding 
scale mentioned above) are added to user requested docu- j5 
merits. As indicated above, the value of the relevance 
indicator for each annotation can be indicated to the user (A) 
by displaying the relevance indicator for an annotation when 
it is selected by the user, or (B) by altering a visual 
characteristic of the text associated with the annotation, such 2 o 
as the text's color, font, or style to indicate the value of the 
relevance indicator of each annotation. 

The above described "extent of matching" methodology 
for assigning relevance indicators to annotations during the 
document merger process can be applied equally well to the 25 
use of cross reference dictionaries provided by third parties. 

While the present invention has been described with 
reference to a few specific embodiments, the description is 
illustrative of the invention and is not to be construed as 
limiting the invention. Various modifications may occur to 30 
those skilled in the art without departing from the true spirit 
and scope of the invention as defined by the appended 
claims. 

TABLE 1 35 

Pseudocode Representation of Annotation Proxy Procedure 

Procedure: Install Cross-Reference Directory (DocURL) 
{ 

Retrieve and add document (DocURL) to set of dictionaries used by 
Annotation Proxy Procedure 

} 

Procedure: Uninstall Cross-Reference Directory (DocURL) 
{ 

If DocURL - "'" 

{Delete all installed directories} 

Else 

{Delete specified directory(DocURL)} 

} 

Procedure: Request and Merge Document (DocURL) 

{ 

Request and receive document specified by DocURL 
For all items in all installed cross-reference directories: 

{ 

Find all text matching specified pattern and insert cross- reference to 
corresponding document. 

} 

Send merged document to requester. 
} 
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What is claimed is: 

1. In a distributed computer system incorporating a plu- 
rality of servers used to store documents, each document 
having a unique document identifier, and a client computer 
having a browser configured to request and receive the 
documents over the distributed computer system, an anno- 
tation system for automatically adding to a requested docu- 
ment cross references to other documents, the annotation 
system comprising: 



60 



65 



at least one directory of cross references to documents, 
each cross referenced document having a unique source 
identifier; 

an annotation proxy configured to form a merged docu- 
ment by merging the requested document from a first 
server with annotations comprising cross references to 
documents referenced by the at least one directory and 
to relay the merged document to a receiver selected 
from another proxy and the browser; and 

a directory generator for automatically generating and 
updating the at least one directory of cross references to 
documents to include sources accessed by the client 
computer over a period time; 

wherein 

the directory of cross references to documents includes 
entries, at least a subset of the entries each compris- 
ing a document identifier specifying a document and 
a pattern, the pattern indicating criteria for inserting 
the document identifier into the requested document 
when creating the merged document; 

the annotation proxy includes instructions for accepting 
commands from the client computer identifying a set 
of directories to use when annotating the requested 
document, and for forming the merged document by 
merging the requested document with annotations 
comprising cross references to documents referenced 
by the client computer identified set of directories; 
and 

at least a subset of the annotations merged into the 
requested document each includes a relevance 
indicator, indicating likely relevance of the docu- 
ment referenced by the merged annotation. 

2. The system of claim 1, wherein the annotations are 
hypertext links defined using hypertext mark up language 
(HTML). 

3. The system of claim 1, wherein at least a subset of the 
directory entries each includes a relevance indicator, indi- 
cating likely relevance of the document referenced by the 
entry. 

4. A method for automatically adding to a requested 
document cross references to other documents, the method 
comprising the steps of: 

recognizing a request for a stored document by a client; 
transmitting the requested document to an annotation 

proxy for annotation; 
providing, in association with the annotation proxy, at 

least one directory of cross references to documents, 

each cross referenced document having a unique source 

identifier; 

merging the requested document with annotations com- 
prising cross references to documents referenced by the 
at least one directory; and 

relaying the merged document to a receiver selected from 
another proxy or the client; 

the method further including automatically generating 
and updating the at least one directory of cross refer- 
ences to documents to include sources accessed by the 
client over a period time; 

wherein 

the directory of cross references to documents includes 
entries, at least a subset of the entries each compris- 
ing a document identifier specifying a document and 
a pattern, the pattern indicating criteria for inserting 
the document identifier into the requested document 
when creating the merged document; 
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the annotation proxy includes instructions for accepting 
commands from the client computer identifying a set 
of directories to use when annotating the requested 
document, and for forming the merged document by 
merging the requested document with annotations 5 
comprising cross references to documents referenced 
by the client computer identified set of directories; 
and 

at least a subset of the annotations merged into the 
requested document each includes a relevance 10 
indicator, indicating likely relevance of the docu- 
ment referenced by the merged annotation. 

5. The method of claim 4, wherein the annotations are 
hypertext links defined using hypertext mark up language 
(HTML). 15 

6. The method of claim 4, wherein at least a subset of the 
directory entries each includes a relevance indicator, indi- 
cating likely relevance of the document referenced by the 
entry. 

7. In a distributed computer system incorporating a plu- 20 
rality of servers used to store documents, each document 
having a unique document identifier, and a client computer 
having a browser configured to request and receive the 
documents over the distributed computer system, a com- 
puter program product for controlling the operation of the 25 
client computer during use of the browser, the computer 
program product comprising a computer readable storage 
medium and a computer program mechanism embedded 
therein, the computer program mechanism comprising: 

at least one directory of cross references to documents, 30 
each cross referenced document having a unique source 
identifier; 

an annotation proxy configured to form a merged docu- 
ment by merging the requested document from a first 
server with annotations comprising cross references to 



documents referenced by the at least one directory and 
to relay the merged document to a receiver selected 
from another proxy or the browser; and 
a directory generator for automatically generating and 
updating the at least one directory of cross references to 
documents to include sources accessed by the client 
computer over a period time; 
wherein 

the directory of cross references to documents includes 
entries, at least a subset of the entries each compris- 
ing a document identifier specifying a document and 
a pattern, the pattern indicating criteria for inserting 
the document identifier into the requested document 
when creating the merged document; 

the annotation proxy includes instructions for accepting 
commands from the client computer identifying a set 
of directories to use when annotating the requested 
document, and for forming the merged document by 
merging the requested document with annotations 
comprising cross references to documents referenced 
by the client computer identified set of directories; 
and 

at least a subset of the annotations merged into the 
requested document each includes a relevance 
indicator, indicating likely relevance of the docu- 
ment referenced by the merged annotation. 

8. The computer program product of claim 7, wherein the 
annotations are hypertext links defined using hypertext mark 
up language (HTML). 

9. The computer memory of claim 7, wherein at least a 
subset of the directory entries each includes a relevance 
indicator, indicating likely relevance of the document ref- 
erenced by the entry. 
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